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In this update of our safeguarding newsletter we are going to be reviewing both safeguarding 
and Prevent concerns from an online context and identifying key themes that we need to be 
aware of as a learner, tutor or parent.

WHAT HAS BEEN THE IMPACT OF LOCKDOWN ON SAFEGUARDING?WHAT HAS BEEN THE IMPACT OF LOCKDOWN ON SAFEGUARDING?
The impact of the lockdown on safeguarding is starting to show ,with a number of reports 
showing a rise on phycological stress and safety concerns among young people. EDLounge 
reported back  in June that education providers were braced for a “tsunami of safeguarding 
disclosures” when schools reopened. According to Mercy Corps psychosocial stress was 
affecting the majority of girls during lockdown.

The report states:
“The extended lockdown and the continued fear of the outbreak has evidently had an 
impact among project participants and students. The restrictions due to the lockdown, 
lack of daily regular activities and uncertainty of the situation has caused some level of 
psychological stress while the overall situation has increased susceptibility of risks of 
abuse, domestic violence and other forms of harassment.” 
Mercy Corps

WELCOME!
A warm welcome to our Safeguarding & Prevent 
communication. We will be providing you with key 
updates and emerging Safeguarding themes 
via this newsletter.

You should report all Safeguarding concerns immediately by emailing 
safeguarding@b2wgroup.com

THE SAFEGUARDING TEAM

Alison Dann
Designated Safeguarding Lead

07966 275 725

Ben Waite
Deputy Designated Lead

07970 756 220

Gayle Dawkes
Deputy Safeguarding Lead

07971 721 094

http://Mercy Corps 
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WHAT IS PSYCHOLOGICAL STRESS?WHAT IS PSYCHOLOGICAL STRESS?
This is concerns that relate to the uncertainty of the situation, the fear of the outbreak and 
lack of regular activities and routine. The postponement of education has been a contributing 
factor to rising psychological stress alongside an increase in abuse and harm as a result of 
being at home during the lockdown period.  The NSPCC have urged educationalists to be extra 
vigilant for signs of neglect. Peter Wanless, Chief Executive of the NSPCC said “With education 
providers closed it’s not just education that they have missed out on. Many will have 
lost the only place they feel safe and access to the only adults they can trust. Moreover, 
we know that young people who have had traumatic experiences find it hard to engage 
academically”

TALKING TO A YOUNG PERSON ABOUT SUICIDETALKING TO A YOUNG PERSON ABOUT SUICIDE
According to Time to Change around 20% of people will experience suicidal feelings in their 
lifetime.

Suicide rates among young people are increasing across the UK, according to the Royal College 
of Paediatrics and Child Health (RCPCH). Research from the National Child Mortality Database 
said there is a concerning signal that child suicide deaths may have increased during the first 
56 days of lockdown.

There are a lot of misconceptions about suicide and understanding them are vital if we are to 
adequately respond to the issue. Both suicide and self-harm behaviours are increasing among 
young people. Always remember that suicide is not a selfish act. It is a desperate response to 
cope with extreme emotional distress and pain.

It’s important to remember that there’s a big difference between individuals having a definitive 
action plan to end their life because they feel they can’t cope versus dealing with the typical 
challenges life throws at them.

Sometimes young people may appear to overstate their 
feelings, it’s always important to listen and not dismiss 
these feelings. Seemingly small problems still warrant 
your attention. In any case, when responding to a 
disclosure of suicidal ideation from a young person, it’s 
helpful to keep your emotions to yourself and process 
them afterwards.

Many young people will fear intense emotional reactions 
from caregivers in their life- this may be a barrier to 
them revealing difficult feelings in the future. ‘High 
intensity’ feelings can leave someone feeling exhausted, 
particularly if they are recurring however, these feelings 
are usually transient.

Unfortunately, this is hardly obvious to young people in 
this mind frame, who may be struggling to think clearly. It 
can be helpful to highlight that there are supports, other 
more positive ways to cope and techniques to help them 
feel better; even though it doesn’t feel or look that way 
right now.

MORE THAN 1600 
YOUNG PEOPLE IN 

THE UK TAKE THEIR 
LIVES EVERY YEAR 
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FACTS ON SUICIDE FROM SAMARITANS:FACTS ON SUICIDE FROM SAMARITANS:
• Suicide is the biggest killer of young people in the UK
• In 2018, 759 young people took their own lives in the UK and ROI
• 75% of these deaths are among young males but the suicide rate for young females is at its 

highest rate on record
• Suicide related internet use was found in 26% of deaths for those under 20
 
‘High intensity’ feelings can leave someone feeling exhausted, particularly if they are recurring 
however, these feelings are usually transient.

Unfortunately, this is hardly obvious to young people in this mind frame, who may be struggling 
to think clearly. It can be helpful to highlight that there are supports, other more positive ways 
to cope and techniques to help them feel better; even though it doesn’t feel or look that way 
right now.

HOW TO LEAD A CONVESATION ON SUICIDEHOW TO LEAD A CONVESATION ON SUICIDE

LISTEN
Acknowledge the issue, the emotions behind it and how hard the young person is finding 
things. Resist the temptation to say ‘everything will be fine’- this might make you feel better, 
but it undermines and can dismiss the feelings of young people in your care. In these moments, 
focusing on their feelings and thoughts is vital. 

For example:
• Avoid Saying 

“Sometimes we feel sad, it’s no big deal. It’s all in your head don’t worry”
• Instead Say 

“I can hear that you’re finding things so hard right now that it’s making you want to end 
your life. I want you to know you can always come talk to me, I’m here to support you 
with these difficult feelings”

EXPLAIN
The importance of being honest about the issue of suicide cannot be understated. If the issue 
is hidden and not talked about it can leave children and young people in our care feeling 
invisible, unheard and immensely vulnerable. Hiding the truth from young people can impact 
the trust they feel in your relationship. Talking openly about the subject will not make it more 
likely to happen, it will mean that you are properly able to support the young person and 
diffuse the crisis.

Tips for explaining suicide to young people:
• It’s best to avoid methods, and detailed information on ‘how’ someone might end their life
• It’s better to focus on the pain and suffering, and what a young person could do if they felt 

very sad or low
• Focus on the fact that someone has ‘died’- ‘by suicide’ because they weren’t thinking 

clearly due to mental illness
• Younger children will respond well to clear language such as: 

“This person killed themselves and their body has stopped working. This was because 
they were very sad and in a lot of pain, they didn’t want to suffer anymore”.
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ACT
Don’t wait to start the conversation. If a suicide has happened in a young person’s community, 
or if a celebrity attempts or dies by suicide, you should use this as an opportunity to talk to 
them about the issue. Don’t be afraid to have the conversation, it’s likely that young people 
will have lots of thoughts and feelings, which should be explored carefully.

Using open-ended questions will help you explore what they know about the story and allow 
you to fill in the blanks without revealing too much information that may distress them. Keeping 
your responses simple and short allows young people in your care to direct the conversation 
with their questions.

Critically, you should casually explore what a young person would do if they felt isolated, sad 
and like they wanted to hurt themselves. Check that they know who they could speak to and 
where they could seek help.

Keep in mind that when a traumatic event is breaking news, the information can come quickly 
through social media streams. Advising young people to take a break from the internet for a 
few hours can help them feel less overwhelmed.

Using opportunities such as these as ‘teachable moments’ can greatly empower young people 
to realise and access the supports around them.

Talking Tips:
“I saw on the news that someone died in our area, it’s really sad.”

“What did you hear about what happened to [person]?”

“How do you feel about what happened, is there anything I can do to support you?”

“If you felt sad and low, who could you talk to?”

“I really care about you, and I’m always here for you it means a lot to me that we can be honest 
with each other about everything.”



KEEPING YOUNG PEOPLE SAFE ONLINE 
HAVE YOU HEARD OF THESE PLATFORMS?HAVE YOU HEARD OF THESE PLATFORMS?

As part of our commitment to support safeguarding, we are continuing to monitor the emerging 
apps and platforms that are seeing new interest from children and young people. 
Below is a list of 4 platforms that we think you should be aware of at the moment. 
Read on for a summary of each platform and our top tips for keeping individuals safer online. 

TRILLER
What is it?
Similar to TikTok, Triller is a video sharing app. It allows its users to 
capture short video clips and share them instantly. You can watch 
videos without logging in or having an account.

Age restrictions
If you do sign up for an account, users need to be 13 years or older to 
access the App.
Apple Rating: 12+
Google Play: Need parental guidance.

Safety Issues
• Young people may see and hear inappropriate language/content 
• To report or block a user you need to have an account & need to be logged in (this is similar 

to TikTok)
• Inappropriate hashtags and content is searchable
• In-app purchases may encourage inappropriate activity to gain followers and earn currency

PLAYSTATION MESSAGES
What is it?
A mobile app that allows users to talk to their PlayStation friends, 
even when they aren’t gaming. Users can send text, voice messages 
and stickers to individuals or groups.

Age restrictions
Users must be 18 years old to set up a PlayStation Network account. 
Messaging functions can be restricted where parents have set 
their child up with a ‘sub-account’.
Apple Rating: 12+
Google Play: PEGI 3

Safety Issues
• Young people may be exposed to harmful content or behaviours outside of gameplay
• Young people may inadvertently share personal information, e.g. where they use their real 

name as their username, and accept messages from strangers
• Young people are able to see who of their friends are online and which games they are 

playing at any time which may cause them to feel left out
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KEEPING YOUNG PEOPLE SAFE ONLINE 
BUNCH
What is it?
Bunch is a video chat and games app that works in a similar way to 
Houseparty, allowing users to video call and play classic games  such 
as Draw Party or Flappy Bird with friends ‘virtually’.

Age restrictions
Terms of service require users to be at least 13 years old.
Apple Rating: 12+
Google Play: Parental Guidance

Safety Issues
• There are some safety features that can be applied including ‘private mode’ which is 

essentially the same as locking a room and reporting issues as you would on Houseparty
• Users can add friends through ‘deep links’ meaning they can search for friends on other 

platforms including Snapchat and Facebook
• Terms of service change frequently and some functions aren’t known – instead they need 

to be ‘discovered’ by users

ONLYFANS
What is it?
OnlyFans is a website-based content subscription service, where  
users can subscribe and pay for content (photos and videos). Users  
share subscription-based content with the aim to make money from 
subscribers. Increasingly users are sharing sexual content and adult
images.

Age restrictions
OnlyFans state that users should be 18 years-old. Users are required 
to verify their age via a video showing their ID.

Safety Issues
• The platform is used by some to sell explicit images of themselves, it often acts as part of 

a sales model which relies on other platforms to ‘cross promote’ paid content (e.g TikTok, 
Twitter, Snapchat etc.)

• Young people may be attracted to selling content to make money easily
• OnlyFans requires ID verification, but this is done via video and can be circumvented
• Users may verify themselves, but the effectiveness of age verification is unclear, where 

users share sexualised content including other people



KEEPING YOUNG PEOPLE SAFE ONLINE 
OUR TOP TIPS

There are a number of things you can do to help keep young people safer online:

1. Talk to Children in your Care about the apps, games and platforms they use  
It sounds simple, but talking to young people about the apps, games and platforms they 
use online is one of the best ways you can address risk online. Using open questions 
to explore why and how young people use the platforms they do, gives you the perfect 
opportunity to provide safety messages. 

1. Understand the Core Functions of Social Media and their Risks  
It can be challenging to keep up with the changing landscape of online apps, platforms 
and games. We recognise the usefulness of understanding the core functions that online 
spaces have in common, by understanding these functions, you can quickly get to grips 
with potential risks to children online. You can sign up to our Safeguarding Hub to receive 
regular updates and resources. 

1. Keep up to date and build your confidence  
Keep up to date and understand the ever-evolving risks online by working your way 
through the various levels of our keeping safe online courses – now available in Basics, 
Intermediate and Advanced.
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COUNTY LINES, CLEAN SKINS AND 
CUCKOOING
WHAT YOU NEED TO KNOW ABOUT CHILD CRIMINAL EXPLOITATION
The National Crime Agency reports that 88% of police forces in England and Wales have an 
established or emerging County Lines problem in their area. County lines is the term used by 
police to describe this activity. This article tells you more about the so-called ‘county lines’ 
phenomenon, how you can recognise the signs and what you can do if you are concerned.

WHAT IS ‘COUNTY LINES’? 
The term ‘county lines’ refers to a complex phenomenon that is largely based around organised 
crime groups trafficking drugs across the country. 
The issue includes significant safeguarding risks to children and young people who may be 
criminally or sexually exploited and exposed to risks from drugs, weapons, serious violence, 
modern slavery and trafficking.

Once a new market has been identified, gang members will advertise the availability of their 
drugs on social media and open their supply routes. Normally this involves exploited children 
being used as drug mules to carry the product from urban areas to other locations across 
the country. This is referred to as: Going up country, going ‘ot’ (out there), going ‘cunch’ or 
running a line.
source: https://ineqe.com/2020/10/07/emotions-journal/
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COUNTY LINES, CLEAN SKINS AND 
CUCKOOING
‘County lines’ drug supply routes used to supply heroin or crack cocaine (Q4 2017)
Source: Review of Drugs Evidence Powerpoint, Dame Carol Black
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COUNTY LINES, CLEAN SKINS AND 
CUCKOOING
TRAP HOUSES AND ‘CUCKOOING’
Trafficking groups will use a ‘Trap House’ in a newly identified location. This is a house gained 
through ‘Cuckooing’; the practice of taking over the home of a vulnerable adult. Very young 
children have been found living in these premises.

WHAT IS A TRAP HOUSE?
A house used by drug dealers where they have indoctrinated, coerced or groomed someone 
into becoming involved in criminal behaviour to the degree that they feel complicit and unable 
to escape for fear of consequences from the gang or police.  

WHAT IS CUCKOOING
Reflecting the behaviour of a Cuckoo bird famous for occupying other birds’ nests, drug 
dealers will befriend a vulnerable person, occupy their home and use it as a base to sell and 
distribute their product. The property can also be used as a place for gang members to live 
and to facilitate the exploitation of others, including via CSE. 

WHAT TO LOOK FOR 
• Strangers coming and going at all times of the day and night.
• People congregating in the vicinity of the house and or levels of anti-social behaviour. 
• Heighted security at the address, new gates and or buzzers being fitted to control access. 
• Increased levels of litter outside the premise. 
• Absence from line of sight: have you, or any of your neighbours or local shop keepers seen 

a known vulnerable person in your community recently?  If anyone has, did they appear 
anxious, nervous or different than usual? 

• Have you seen or heard of YouTube videos or other social media in circulation rumoured to 
depict images of young people with money, drugs and guns inside the house? 

HOW DO COUNTY LINES GROUPS EXPLOIT CHILDREN AND YOUNG PEOPLE?
In 2017, the Children’s Commissioner estimated that there were 46,053 children and young 
people aged 10 – 18 who are part of a gang. As the County Lines problem has increased, it is 
likely that there are now even more children and young people in gangs.

County Lines groups consistently exploit children and young people to conduct risk heavy 
errands such as delivering drugs. It’s important to note that although it may appear as though 
some young people are willing members of these groups, it is more likely that they are the 
victim of various grooming and exploitation tactics.
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COUNTY LINES, CLEAN SKINS AND 
CUCKOOING
COUNTY LINES AND THE USE OF TECHNOLOGY AND SOCIAL MEDIA
New technology and social media are key to the communication infrastructure, operating and 
recruiting practices of gangs.  Many local gang members are viewed as celebrities and some 
have huge social media followings.  They often feature in their gang‘s music videos: presenting 
their lifestyle in the context of excitement, money, lavish possessions and access to drugs.   
Social media is also used by the gangs to direct, track and control young people. Whether 
using location-based services or live streaming facilities to oversee and or monitor where they 
are and what they are doing or the use of compromising and incriminating digital collateral. 
Their level of control can be all-encompassing.  

WHAT IS DIGITAL COLLATERAL
The young and vulnerable are often groomed into becoming gang affiliates, in the process 
many are sexually exploited and coerced into participation in humiliating acts. This can include 
a process that normalises and encourages them to participate in harmful sexual behaviours 
they otherwise would not.  This abusive and humiliating behaviour is inflicted on both boys 
and girls.  

The digital images captured during such acts are kept and become the collateral by which a 
gang member can coercively control (blackmail) a young person by threatening to publish the 
image on social media or share them with others.    

 Gangs are known to create a situation where the child believes they financially owe the gang 
and will subsequently work for free, to work off their debt. They may also be subject to sexual 
exploitation to pay off debts from drugs they have been pressured into using by the gang. 
Children will not seek help from police, fuelled by fear of self-incrimination or retribution from 
gang members.  

Gangs target vulnerable children including those that are homeless, looked after or living in 
unhappy homes. The Children’s Commissioner recently found gang associated children were 
77% more likely to have an identified mental health need than other children assessed by 
children’s services – and twice as likely to have a history of self-harm. 

CLEAN SKINS
Children with a ‘clean’ criminal record, known as ‘Clean Skins’ are recruited via social media. 
Since the beginning of the pandemic, children and young people have been spending more 
time online. This coupled with a lack of contact with safeguarding professionals has increased 
the risk of gang recruitment.  

In many cases, young people have been unfairly criminalised for their involvement in county 
lines activities and treated as criminals rather than victims of crime. This means children may 
not receive the help, support and guidance they need and deserve as victims of crime.   
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COUNTY LINES, CLEAN SKINS AND
CUCKOOING 
THE IMPACT OF COVID 19
Hampers the ability of frontline agencies to risk-assess child exploitation and exacerbate the 
potential for County Lines related exploitation and harm to remain hidden. 

Ongoing concerns include: 
• Safeguarding capacity - reduced contact with young people due to lack of resources; 

doorstep/telephone communication replacing face-to-face interaction; and victims of 
exploitation falling through the net due to school closures. 

• Evolving County Lines supply methods - increased levels of cuckooing with young people 
remaining in traphouses for longer; greater use of local children involved in transporting 
drugs; perpetrators claiming to have COVID19 in order to avoid being stopped, questioned 
and arrested; and use of supermarket carparks to co-locate with customer shopping 
routines. 

• Implications for children and young people - heightened risk of exploitation due to greater 
social media and internet use; feelings of isolation, and greater substance misuse among 
children residing away from family members. 

COVID-19 CONSPIRACY THEORIES
COVID Conspiracy Resources There are a number of dangerous Covid-19 conspiracy theories 
circulating, which can deter people from getting vaccinated or taking other precautionary 
measures such as wearing masks and staying at home. 

Some useful resources to help cut through misinformation are linked below: 
• Platforms such as Infotagion provide a fact-checking service using sources from the WHO 

and Government to respond to a range of disinformation themes shared online related to 
COVID.

• The Government’s SHARE checklist provides a 
useful guide for how to spot false and misleading 
content. Safeguarding Updates 2 

• Ofcom host a number of resources to assist on 
their Cutting through the Covid-19 confusion 
- Ofcom page, which includes fact-checking 
content, official guidance and support for parents 
and children. 

• There are also resources available on Teaching 
Media Literacy and Critical Thinking in the 
Classroom (educateagainsthate.com) aimed 
at promoting digital literacy, which can help 
children and young people to develop the skills 
to be think critically about information they’re 
presented with.
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ONLINE EXTREMISM
Extremism is possible in any ideology, including (but not limited to) politics and religion. 
Extremism can affect mental well-being, amplify hostility and threaten democratic debate. 
The global reach of the internet poses social and technological challenges for safeguarding 
citizens from extremism online. When the Commission for Countering Extremism surveyed 
over 2500 members of the public in 2019, 56% agreed that a lot more should be done to 
counter extremism online. This POSTnote outlines how the online environment can be used 
for extremist purposes, how exposure to online extremism can influence people and potential 
strategies to counter extremist content online.

THE ONLINE ENVIRONMENT 
The Internet allows people to reach global audiences quickly, cheaply, and easily. This creates 
positive opportunities for individuals and organisations. However, the global reach of the 
Internet poses challenges for national governments attempting to safeguard citizens from 
harm online. Technology is continuously evolving, and extremists tend to be early adopters of 
new tools in order to exploit this.  As a result, it is challenging for authorities and regulators to 
keep up. 

Online platforms include mainstream social media sites as well as ‘alt-tech’ platforms, which 
replicate the functions of mainstream social media but have been created or co-opted for the 
unconventional needs of specific users.

Mainstream platforms include Facebook, Twitter, and YouTube. The advantage of uploading 
extremist content to mainstream platforms is that content can reach a large audience. During 

the first half of 2019, Twitter removed over 100,000 accounts 
promoting terrorism, and locked or suspended over 
50,000 accounts for breaching violent extremism policy 
guidelines. The scale of online extremism is unknown, 
as estimates may be amplified by fake accounts, which 
include multiple accounts created by the same person and 
‘bots’ (computer programmes that impersonate humans 
and post automated content).

Researchers have suggested that YouTube recommendation 
algorithms, which can filter or prioritise content based on 
user engagement, can cause a radicalisation pipeline where 
users migrate to more extreme content that they might not 
otherwise have been exposed to. 

The aim of most online platforms is to keep users engaged, 
and algorithms learn users’ interests and biases by exposing 
them to content and monitoring their response. This can 
inadvertently create incentives to show users extreme 
content, as people are more likely to click and comment on 
extreme headlines.
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 ‘Alt-tech’ platforms hosting extremist content may include:
• Platforms that have been ‘hijacked’ for extremist purposes but actively cooperate with the 

authorities. Messaging app Telegram is used by extremists because content is encrypted 
(POSTbrief 19). Telegram worked with the European Union Internet Referral Unit to improve 
tools for users to flag terrorist content.

• Platforms that tolerate extremist content under promotion of free speech. Online forums 
such as Gab allow users to post potentially extremist content with little repercussion or 
official moderation.

• Self-hosted platforms that were built specifically for extremist content and are owned by 
extremist groups.  Exposure to extremism Assessing the scale of exposure to extremist 
content is difficult. 

People may access it covertly, unknowingly, or be unsure whether they should report it (especially 
as users differ in what they consider extreme). 

The CCE survey found that 25% of the UK general public had witnessed extremism online.
 A study of 706 members of the public found that around 7% had specifically searched for 
extremist content online.

The majority of content accessed by UK citizens is not hosted in the UK (for example, most 
mainstream social media platforms are based in the US). Countries have different laws and 
attitudes to regulation, censorship and protection of free speech online. Cooperation between 
nations is required to enact national legislation.

 However, a lack of shared international definitions and concepts (such as ‘extremism’ or ‘free 
speech’) makes it difficult to coordinate responses. 

In 2018, Germany introduced legislation that places sanctions on social media companies that 
fail to remove illegal terrorist content and hate speech within 24 hours.

The Internet may facilitate extremism in multiple ways, including recruitment, socialisation, 
communication, networking and mobilisation.

RECRUITMENT
Social media can enable groups to recruit members and reach new audiences. Recruitment 
strategies can make highly sophisticated use of technology to exploit existing grievances and 
cast doubt on mainstream society.

Groups may use offline trigger events (such as terror attacks, elections or financial crises) to 
promote extremist narratives.

Recruitment strategies may also appeal to a desire to belong, by presenting a positive image 
of life within an extremist group. Many current and former extremists have expressed that 
their reasons for joining a group stem from anger or desire for a sense of unity. 
Extremist groups may search social media to find vulnerable individuals and tailor their 
recruitment based on content that a user has posted.
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SOCIALISATION 
Refers to the process of internalising the norms of a group. Socialisation does not always 
involve ideological indoctrination. Extremist groups can provide a counter-culture with its 
own language and references that can be reinforced by a sense of collective struggle.

Socialisation may also make it harder for individuals to leave extremist groups. Individuals 
may develop a strong dedication to the online community and withdraw from offline peers, 
particularly if they are socially isolated. 

The absence of protective factors, such as a supportive network of friends and family, means 
that online interactions can fulfil a sense of community,  and limit exposure to a narrow range 
of views.

Extremist groups also reward socialisation by using incentives (such as ranks and leader 
boards) to increase participation and loyalty. Individuals may be motivated by this in order to 
gain status and infamy.  

COMMUNICATION 
Extremists use strategic communication to recruit members, raise funds, normalise extremist 
views, advise members on how to support the group, and gain publicity. Organised groups 
often use smaller alt-tech platforms to co-ordinate mainstream campaigns, which occur on 
larger platforms or offline.

Propaganda may be circulated to a wider audience by including trending hashtags (searchable 
labels that refer to the topic of a social media post). For example, a terrorist group used the 
hashtag #WorldCup when posting propaganda in 2014.Extremists also use memes (typically 
easily shareable, supposedly amusing images containing symbolism recognisable to a 
subculture) to spread information to a chosen audience quickly. 

Mobilisation and attack Online communication may enable extremist groups to coordinate 
members to undertake actions such as: 
• Demonstrations and rallies that can intimidate the public and attract media attention. 

The impact of such events can be amplified by livestreaming them (broadcasting a live 
uncensored video in real-time on the Internet).

• Cyber-attacks, such as hacking (gaining unauthorised access to a computer system by 
exploiting security weaknesses) and doxxing (releasing somebody’s personal information 
online). These can intimidate society and draw media attention.3

• Contributing to terrorism, either through the coordination of an attack or through resources 
such as tutorials on making weapons. 

All five of the UK terrorist attacks in 2017 had an online element to them. A survey of 227 
convicted UK terrorists also revealed 44% had downloaded extremist media and at least 30% 
accessed extremist content online. 

COUNTERING ONLINE EXTREMISM 
Countering online extremism requires a coordinated approach across government, other 
public bodies, private companies and independent regulators, as well as the public. 
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Proposed solutions may include providing a piece of formal identification when signing up to 
online platforms.

Current legislation, the report explains, allows groups to stir up online hatred and 
disinformation, “as long as such material is not threatening.” Examples from the report 
include Holocaust denialism, some Islamic State content and the growing incel subculture.

Notable backers to the amendments include former Prime Ministers David Cameron and Tony 
Blair. The Times reports that U.K. Home Secretary Priti Patel is considering the findings of the 
report.

Another big problem, report co-author Sir Mark Rowley explained to Times Radio on 
Wednesday, is that free speech online in Britain may be considered an offense elsewhere, 
“because [other countries] had powers to defend their constitution — defend their 
democracy from dangerous and threatening groups.”

“[The U.K. has not] been able to do that” he added, meaning groups disbanded in different 
countries still have a chance to thrive in Britain.

Sara Khan, who leads the commission, said on the same show that “extremism has changed 
substantially, the world has changed and unfortunately our laws have failed to evolve,” adding 
that “the government has to take a new approach to tackle this head-on.”

WHAT SHOULD YOU DO IF YOU FIND EXTREMIST OR TERRORIST CONTENT ONLINE?
You can help the police to curb the spread of terrorism and extremism online by reporting 
content such as:
• Articles, images, speeches or films promoting terrorism or racial or religious violence
• Videos of terror attacks
• Postings inciting people to commit acts of terrorism or violent extremism
• Messages intended to stir up hatred against any religious or ethnic group
• Bomb-making instructions
• Advice on how to obtain or make weapons

Report: UK laws ‘failed to evolve’ 
to the threat of online extremism
A call for new legislation to tackle 
online extremism has the backing 
of two former prime ministers.

-POLITICO

Current U.K. hate laws are not equipped to fight 
threats posed by online extremism, according 
to a report from the independent commission 
for countering extremism published by the U.K. 
government on Wednesday.

The “operating with impunity” review found 
extremist groups operating online can exploit 
loopholes between British hate crime and 
terrorism legislation and has called for the 
upcoming Online Harms Bill to be amended, in 
order to make online extremism a crime.
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TERRORISM THREAT LEVELS 
WHAT THE THREAT LEVELS MEAN
Threat levels are designed to give a broad indication of the likelihood of a terrorist attack.
LOW means an attack is unlikely.
MODERATE means an attack is possible, but not likely
SUBSTANTIAL means an attack is a strong possibility
SEVERE means an attack is highly likely
CRITICAL means an attack is expected imminent

The UK terrorism threat level has been lowered to SUBSTANTIAL – meaning an 
attack is likely.

The Home Secretary reminded everyone of the following points in relation to the threat level: 
• Terrorism remains one of the most direct and immediate risks to our national security. 
• Substantial continues to indicate a high level of threat; and an attack on the UK is still likely. 
• The public should continue to remain vigilant and report any concerns to the police”. 
Source: BBC News

ACT PREVENT FILMS 
Two new animated 2-minute explainer films about Prevent have now been added to the 
ACT Early | Prevent radicalisation website and partner’s toolkit ACT Early - Partners | Counter 
Terrorism Policing. 
You can find them here: 
Check your browser settings, as the links do not play on internet explorer. 

The films are aimed at a general public, concerned friends and family audience, and provide 
an introduction to Prevent and to the work of Prevent officers. 

By improving understanding of Prevent and explaining the way we work with partners, we 
hope more people will be encouraged and assured to seek help at an earlier Delivery Staff 
Updates 5 stage where appropriate. 

The films will also help make great digital training materials or aides for talks that you or 
colleagues might be giving about Prevent.

Reach out for help
ACT Early 

How we help
ACT Early 
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https://www.bbc.co.uk/news/uk-55982743
https://actearly.uk/support/reach-out-for-help/
https://actearly.uk/working-together/how-we-help/


IF IN DOUBT, 
CONTACT THE 
SAFEGUARDING TEAM.
safeguarding@b2wgroup.com

If you need support out of hours, please 
call Samaritans on 116 123

SAFEGUARDING LINKS
• Manchester children’s and Adults safeguarding boards
• For Prevent Coordinators see our prevent strategy
• Attendance to quarterly PREVENT learning network meetings via Manchester.Gov


